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Package        : pdftohtml
Vulnerability  : several
Problem type   : local (remote)
Debian-specific: no

Derek Noonburg has fixed several potential vulnerabilities in xpdf,
which are also present in pdftohtml, a utility that translates PDF
documents into HTML format.

The old stable distribution (woody) does not contain pdftohtml packages.

For the stable distribution (sarge) these problems have been fixed in
version 0.36-11sarge2.

For the unstable distribution (sid) these problems have been fixed in
version 0.36-12.

We recommend that you upgrade your gpdf package.


Upgrade Instructions
- --------------------

wget url
        will fetch the file for you
dpkg -i file.deb
        will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update
        will update the internal database
apt-get upgrade
        will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.


Debian GNU/Linux 3.1 alias sarge
- --------------------------------

  Source archives:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2.dsc
      Size/MD5 checksum:      602 8dc87f9f04bf4e95d628a81540b5320e
    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2.diff.gz
      Size/MD5 checksum:    11953 aa4fe47eeec4ff81df92aab8f218f1f1
    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36.orig.tar.gz
      Size/MD5 checksum:   300922 75ad095bb51e1f66c9f7691e6af12f44

  Alpha architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_alpha.deb
      Size/MD5 checksum:   314142 b5bd8a0387aaaa69a31b74bc9baf7498

  AMD64 architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_amd64.deb
      Size/MD5 checksum:   259728 a16f018455f8e3409399f9123af3c17a

  ARM architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_arm.deb
      Size/MD5 checksum:   266500 bbf302ca14ddad34769b0b8a5822d139

  Intel IA-32 architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_i386.deb
      Size/MD5 checksum:   253988 fd6e84484e62b90ff4eb419bdff63044

  Intel IA-64 architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_ia64.deb
      Size/MD5 checksum:   374206 900ea16bffd41ff59272bab4e89077a9

  HP Precision architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_hppa.deb
      Size/MD5 checksum:   330356 4bf2182b3dc9f1269efb039c07fceea3

  Motorola 680x0 architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_m68k.deb
      Size/MD5 checksum:   234812 34eb54fb6c07676aee15a9cc15110c28

  Big endian MIPS architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_mips.deb
      Size/MD5 checksum:   311482 2540b6b4c0b523087a40fb4ef7b57c46

  Little endian MIPS architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_mipsel.deb
      Size/MD5 checksum:   307188 16034038f8c3c206623702c4b3695b69

  PowerPC architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_powerpc.deb
      Size/MD5 checksum:   269634 4053b1c0d6c76ca5c94ee97df412b5e5

  IBM S/390 architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_s390.deb
      Size/MD5 checksum:   242482 ff9f29460ad1cb56b4c92dfd3e1e2d57

  Sun Sparc architecture:

    http://security.debian.org/pool/updates/main/p/pdftohtml/pdftohtml_0.36-11sarge2_sparc.deb
      Size/MD5 checksum:   245378 d1ecf4c546240dab174947827b01766e


  These files will probably be moved into the stable distribution on
  its next update.
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For apt-get: deb http://security.debian.org/ stable/updates main
For dpkg-ftp: ftp://security.debian.org/debian-security dists/stable/updates/main
Mailing list: debian-security-announce@lists.debian.org
Package info: `apt-cache show <pkg>' and http://packages.debian.org/<pkg>
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