Security Breach Notification Log

NC Residents
Company Name Date Notified | Breach Date Event Impacted
H&R Block 12/30/05 12/?/2005{Mailing label had SSN embedded 13,227
Ameriprise 01/20/06 12/5/2006|Stolen Laptop 3,462
Goldman Sachs 02/08/06 1/31/2006|Stolen Laptop 196
Ernst & Young 02/10/06 Jan.|Stolen Laptop 863
Pearce & Pearce 02/13/06 2/28/2005]Unauthorized access o files
PayDay OK 03/02/06 February?|Hacker
Cooks Hlustrated 03/02/06 1/31/2006]Unauthorized access to files 3,162
Unauthorized access to credit files
Equifax 03/17/06 ?[(Mortgage Institute of Michigan)
Fidelity 03/21/06 3/15/2006|Stolen Laptop 1,521
US Farm Service
Agency by consumer ?|{Contractor for FSA released SSNs 78,662
Thomas Tax Service Stolen Computers
Unauthorized access to credit card
Ross-Simons, Inc. 04/13/06 4/4/2006 [files - hacker 1,377
Visa/RBC Centura Compromise of VISA debit/credit
(unidentified merchant) 04/01/06 ?|card info at unidentified merchant
Aetna 05/01/06 4/14/2006|Stolen Laptop 2,173
Unauthorized entry to consumers’
credit files involving authorized
Equifax 05/01/06 ?|reseller (no customer name given)
Unauthorized access to credit files
Equifax 05/01/06 (Franklin Financial)
Unauthorized access to credit files
(ICOM Real Estate - customer of
Equifax 05/01/06 Equifax Mortgage Services)
Stolen computer equipment --
equipment lost in transit between
two Wells Fargo locations and
Wells Fargo 05/05/06 possibly stolen 16,091
AICPA 05/08/06 ?[Hard drive lost in transit by FedEx 12,291
Stolen laptop (from trunk of locked
Merrill Lynch 05/10/06 4/18/2006]car) 2,800
Stolen laptop (from home of VA
Dept. Veterans Affairs 05/22/06 5/3/2006 [employee) 777
Mortgage Lenders employee theft of consumer data
Network USA 05/24/06 5/5/2006|files 5,424
Ahold USA 05/25/06 5/2/2006]lost laptop (airline baggage) 1,600
Nationwide Retirement
Solutions 05/26/06 5/1/2006|Stolen Laptops 18
Paccar (Auditor, Ernst & Stolen laptop (Ernst & Young -
Young) 06/01/06 2/26/2006]stolen from home of E&Y ee) 2
website "phished” from Spain for 2
Security Savings Bank 06/01/06 5/25/2006]hours 13
Stolen laptops (stolen from
Impac 06/02/06 4/21-23/06jcompany - locked offices) 92
Hotels.com (Auditor, 5/3/2006{Stolen laptop (E&Y - stolen from
Ernst & Young) 06/05/06 (discovered){locked vehicle) 5,425



















